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Analyze Gap
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N NDMO Driven: Data Policies, Plans, procedures, Training N
é Governance & Data Governance, Mgt.
Management Data Quality
Deliverables Data Reliability, Security, etc.
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Cyber Security Framework

3.1 - Cyber Security 3.2 - Cyber Security Risk Management & Compliance
Leadership
& Governance Compliance with
Cyber Security Regulatory N P . Cyber Cyber
) - (inter)national . . 4 .
Risk Management Compliance . Security Review Security Audit
Cyber Security industry standards
Governance
3.3 — Cyber Security 3.4 — Third Party
Operations & Technology Cyber Security
Cyber Security
Strategy
Human Physical Asset
Resources Security Management Contract &
Cyber Security Vendor
Policy Management
Cyber Security Identity & Access Application Change
Cyber Security Roles & Architecture Management Security Management
Responsibilities
Infrastructure Crvotoaraph Bring Your Own Device .
Cyber Security in Security ryptography (BYOD) Outsourcing
Project Management
Secure Disposal Electronic Cyber Security
i . Payment X
Cyber Security of Information S Banking Event
ystems .
Awareness Assets Services Management
Cloud
Cyber Security Cyber Security Incident Threat Vulnerability Computing
Training Management Management Management
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Cybersecurity Domains

Overall Results

Gl ALl

Partially
mented Not Implemented Implem @l Not Applicable -
0.00 4.00 2.00 0.00 6.00

17"
J %l

ils "

Strategy & Management
Governance & Compliance 6.00 5.00 0.00 0.00 11.00
Security Architecture 0.00 3.00 1.00 0.00 4.00
Risk Management 1.00 3.00 0.00 0.00 4.00
Awareness & Training 1.00 3.00 1.00 0.00 5.00
Asset Management 1.00 3.00 2.00 0.00 6.00
| Data Protection & Privacy 5.00 4.00 2.00 0.00 11.00
Identity & Access Management 1.00 2.00 1.00 0.00 4.00
Application Security 1.00 3.00 0.00 0.00 4.00
Infrastructure Security 7.00 2.00 3.00 0.00 12.00
Endpoint Security 2.00 2.00 0.00 0.00 4.00
System Development and Maintenance 2.00 0.00 0.00 0.00 2.00
Defense & Intelligence 2.00 12.00 2.00 0.00 16.00
Resilience & Business Continuity 0.00 4.00 0.00 0.00 4.00
Cloud & Third Party Security 2.00 2.00 1.00 3.00 8.00
Human Resources Security 6.00 0.00 0.00 0.00 6.00
Physical Security 1.00 1.00 2.00 0.00 4.00
TOTAL 38.00 53.00 17.00 3.00 111.00
PERCENTAGE 34.23% 47.75% 15.32% 2.70%
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Classification

Initiatives
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Benefits (Risks Addressed / Maturity Increased)

Strategy & Governance [SG]

Risk Management [RM]
Third Party & Cloud [TPC]

Security Awareness & Training [SAT]
Application Security [AS]

Identity Management & Access Control [IAM]

Infrastructure & Network Security [IN]

Asset Management [AM]

Endpoint Protection [EP]

Data Protection & Privacy [DPP]

Defense & Threat Intel [DTI]

Business Continuity & Resilience [BCR]

Encryption & Key Management [EK]
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DESCRIPTION G-SM
A Cybersecurity strategy must be defined , documented, approved and supported by the head of the organization.

The strategy goals must be in line with the rules and regulations. A road map must be in place to implement the

strategy

A Cybersecurity steering committee must be established, and the committee member’s roles and responsibilities must
be defined, documented and approved. The head of the Cybersecurity must be included as a member of the

committee and the committee should report directly to the organization head.

v

Current Maturity Level 0 [ Non-Existent] Target Maturity Level 4 [Transformed] | 2 Years

Highs Enterprise Strategy in Progress. Cybersecurity strategy soon to be developed

Lows No Overarching Strategy to guide and steer Cybersecurity initiatives
Were ISO 27001 certified; however, certification has expired. Implementation Lacking H
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ISO 31000

ISO/IEC
27005:2011
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e——- Establish context —————————

Risk assessment
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Risk identification

Risk analysis

Risk evaluation

Risk treatment

~———-

Monitoring and review
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Risk Identification

Risk Estimation

T m——

___________________

Risk Evaluation
. y,

Assessment
Satisfactory
Decision point

Risk Communication
MaIAaY pue Bulojuo ysiy

Risk Treatment

Risk Treatment
Satisfactory
Decision point

Risk Acceptance
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Threat

Vulnerability Value

Ease of Exploitation

Vulnerability Value

Very Difficult

Likelihood
Threat Score
unlikety| 1| o Yy
happen likely
Low 1 1 3
g Medium 2 2 4 6
3 High 3 3 6 9
Very High 4 4 8 12
Threat Score Threat Value
1
Low 1
Medium 2

3
4
5
6
7
8
9

10
11
12

Very High

Low 1

Difficult

Easy

Very Easy

High

Very High
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Risk Calculation
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J %17 =l

risk score = asset value x threat value x vulnerability value

Threat Value

Vulnerability Value -

Low

Very High

Asset Value

Very High

risk value = risk score / control strength

|1I2I3|4IG|8 16

Acceptable Risks

Non Acceptable Risks

Very High

of Non A

-l =l
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COBIT 2019

i+ Enterprise strategy
= Enterprise goals
: - Enterprise size
-4 +Roleof IT

COBIT® 2019 Framework:
Introduction and Methodology
COBIT Core
Publications

COBIT® 2019 Framework: COBIT® 2019 Design Guide:

Governance and Designing an Information and Technology

Management Objectives Governance Solution
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] |

Inputs to COBIT 2019 COBIT 2019 * Sourcing model for IT ]
= Compliance requirements ]
i - Ete. :
UB UB 0 : . .
odel of Governance - Design Factors v
andard , e e Tailored Enterprise
Requlation Governance
= e I I = I = * System for
g Information and
D butio W | nin | R |t s s | e .
e e | [ [z [ e el
PN (W (TR pe— g SR Cee (L = Priority governance
) e G G o R —— and management
[FUIND) (R (R (- prre— i1 =SME objectives
e i i« Security > Specific guidance
--- - Risk from focus areas
LRl Eo T e P o o i +DevOps FTaﬁaet capability
- Etc. performance
------------------------------- management
guidance

COBIT® 2019 Implementation Guide:
Implementing and Optimizing an
Information and Technology
Governance Solution
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75-100 %

50-74 %

1- 24%
% 0

G el insure s EDMO2 Ensure Benefits EDMO3 Ensure Risk EDMO04 Ensure Resource EDMO5 Ensure
ovgrnance ramewor Delivery Optimization Optimization Stakeholder transparency
setting & maintenance
Y . o o w0y o
pu-‘a.u" S 9 Jadases ¢Bldlxs
APOO01 Manage the IT
v & APO02 Manage APOO3 Manage APOO5 Manage
anagement Strategy LTS Portfoli
Framework Architecture Ortiolio
)\ )
APOO7 Manage APO08 Manage APO09 Manage APO10 Manage APO11 Manage APO12 Manage Risk
Human Resources Relationships Service Agreements Suppliers Quality
A8 ) J J
APO13 Manage
Security
SRS 9 g.JL.u..\Sl eslo
BAIO2 Manage BAIO3 Manage
BAIO1 Manage Vianag EIELS LI L BAIO6 Manage
Programs & Projects RS RETEE Solutions Organizational =
Definition Identification & build Change enablement Sl
J
BAIO7 Manage
BAIO8 Manage BAI10 Manage
Change a(?c.ept.ance & [ BAIO9 Manage Assets f
transitioning
J
P.G-U | 9 dodsdl E2ID
DSS06 Manage
DSS01 Manage DSS02 Manage DSS03 Manage DSS05 Manage bt &
Operations service requests & BN - R —— usiness process
incidents controls

ol 9 duByoll

MEAO1 Monitor, Evaluate &
Assess Conformance and
Performance
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Management Management
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(S s G ‘BAJ Forensics Management Management
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Penetration Testing ¢ Vulnerability 3 Reporting ¢
Management Management Management
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A.
Architecture
Vision

H. B.
Architecture Business
Change Architecture
Management

.. TOGAF J] Tabiiul

G C.
Implementation Requirements Information
Governance Management Systems

Architectures

-
Migration
Planning

D.
Technology
Architecture

=

Opportunities
and

Solutions
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rI

ASSETS (What) MOTIVATION (Why) ] PROCESS (How) PEOPLE (Who) LOCATION (Where) TIME (When)
Business Business Time
Business Decisions Business Risk Business Processes TR Business Geography Dependence
CONTEXTUAL Taxonomy of Inventory of
ARCHITECURE | Business Assets, Opportunities iveniory of Ormanissiional Buildings, Sites, Time dependencies
Operational Structure & the of business
including Goals & & Threats Inventory Processes Extended Enterprise Territories, objectives
Objectives sl Jurisdictions, etc.
Business Risk Management Strategies for Roles & Domain Eramework Time Management
& Risk Strategy Objectives Process Assurance Responsibilities Framework
CONCEPTUAL
ARCHITECTURE Enablement & Process Mapping Owners, Custodians Security Domain Through-Life Risk
Business Attributes Framework; and Users,
Control Objectives; Concepts & Management
Profile Policy Architecture Architectural Service Providers & Framework Framework
y Strategies for ICT Customers
- Risk Management Process Maps & Entity & Trust - Calendar &
Information Assets Policies Sarvices - " Domain Maps Timetable
LOGICAL Information Flows;
ARCHITECTURE Inventory of Functional Entity Schema; DOf:’rligl’ De’ nnlt:ns, Start Times,
Information Domain Policies Transformations; Trust Models; assoclations & Lifetimes &
Assets Service Oriented Privilege Profiles etk Deadlines
Architecture
Risk Management Process Processing
Data Assets Practices Mechanisms Human Interface ICT Infrastructure Schedule
PHYSICAL Applications; Timing &
ARCHITECTURE Data Dictionary & Risk Management Middleware: User Inleﬂ_ace oICT Host Platforms, Sequencing of
Data Inventory p&“’es, &es Systems; Security Sc‘g:f";‘ssj‘s‘gﬁ " hgyl o . Processes and
Mechanisms Sessions
ICT Components Risk Management Process Tools & Personnel Man'ment Locator Tools & Step Timing &
Tools & Standards Standards Tools & Standards Standards Sequencing Tools
COMPONENT ICT Products, Risk Analysis Tools; identities; Job .
ARCHITECTURE including Data Risk Registers; Tools and Protocols | Descriptions; Roles; | Nodes, Addresses gt:cekssq’x:edules&
Repositories and Risk Monitoring and | for Process Delivery | Functions; Actions & | and other Locators Int érrulpl lt59| 8
Processors Reporting Tools Access Control Lists
Service Delivery Operational Risk Process Delivery Personnel Management of Time & Performance
SERVICE Management Management Management Management Environment Management
MANAGEMENT Assurance of Risk Assessment, Management & Account Management of Ma tof
ARCHITECTURE Operational Risk Monitoring & Support of Systems, Provisioning; User Buildings, Sites, Callagen rEand"
Continuity & Reporting; Applications & Support Platforms & r'e.ml melab'e
Excellence Risk Treatment Services Management Networks
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BCR

cCC
DSI

DCS

GRM

IIII

Application & Interface Security

Audit Assurance & Compliance

Business Continuity Mgmt & Op Resilience
Change Control & Configuration Management
Data Security & Information Lifecycle Mgmt
Datacenter Security

Encryption & Key Management

Governance & Risk Management
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Human Resources Security

Identity & Access Management

Infrastructure & Virtualization

Interoperability & Portability

Mobile Security

Sec. Incident Mgmt, E-Disc & Cloud Forensics
Supply Chain Mgmt, Transparency & Accountability
Threat & Vulnerability Management
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support@hidecybersecurity.com
www.hidecybersecurity.com
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PROFESSIONAL SERVICES OFFERINGS
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VISION

To be the Leading Cyber Security Partner for
Organizations in the Gulf Region
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MISSION

Cybersecurity Reloaded: Utilize our Skills, Experience, Honesty,
and Transparency to provide Value to our Customers through
Managing Cybersecurity Risks to Organizational Assets
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CYBER SECURITY

Professional Services Offering

Govern & Comply Cyber Defense

e Gap Assessments against
standards

® Risk Assessments
e Cloud Security Assessments

e Application Security
Assessments

* Penetration Testing / Red
Teaming

e Vulnerability Assessments

IIII ils "

ils

J %17 =l

e Strategy / Arch. Development

e Policies & Procedures Mgt.

e Audits

e |SO 27001: 2013

e SAMA CSF

e NCA ECC, CCC, CSCC

e CSA /STAR / FedRAMP

* [SO 22301 (BC)/ISO 27031
(DR)

e COBIT 2019

e NDMO

il i’ "

ils "

VAN R VAL VAL

* Incident Response

e Cyber Forensics

e Threat Hunting

e Specialized Trainings &
Human Awareness
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Gap Analysis

IIII IIII IIII IIII IIII IIII IIII IIII IIII



CYBER SECURITY

Q[

()

VIsion

Mission

IIII

Assess Control Maturity

STAR

ISO 27001
[ ISO 20000

|

GAP ANALYSIS Q

B I I Build Domains Framework a

Analyze Gap

NCA ECC

SAMA
COBIT

|

N\ Compliance Status N
é GAP ANALYSIS Recommendation
REPORT Ownership
Domain Maturity Level
A AIErAdIEradIErAMIBEradIBraE Yy o
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CYBER SECURITY

VIsion

Mission

Processes

[ Internal Policies ]

/i I GAP ANALYSIS ao

Analyze Gap

<4

N NDMO Driven: Data Policies, Plans, procedures, Training N
é Governance & Data Governance, Mgt.
Management Data Quality
Deliverables Data Reliability, Security, etc.

IIII III il il gils il s il gils gl s )l

VAN IPAMIPACA R PP AL PASA R VP AL R VWis




nce
Methodology

MEETINGS OBSERVATIONS DOCUMENTATION

REVIEW
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OTHER BENCHMARKED
STANDARDS
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CYBER SECURITY
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Cyber Security Framework

3.1 - Cyber Security

Leadership
& Governance

Cyber Security
Governance

Cyber Security
Risk Management

3.2 - Cyber Security Risk Management & Compliance

Compliance with
(inter)national
industry standards

Regulatory
Compliance

Cyber
Security Review

Cyber
Security Audit

Cyber Security
Strategy

Cyber Security
Policy

Cyber Security Roles &
Responsibilities

Cyber Security in
Project Management

Cyber Security
Awareness

Cyber Security
Training

3.3 - Cyber Security 3.4 — Third Party

Operations & Technology Cyber Security
Human Physical Asset
Resources Security Management Contract &
Vendor
Management
Cyber Security |dentity & Access Application Change
Architecture Management Security Management
Infrastructure Crvptoaraph Bring Your Own Device .
Security ryptograpny (BYOD) Outsourcing
Secure Disposal Pavment Electronic Cyber Security
of Information S :tems Banking Event
Assets Y Services Management
Cloud
Cyber Security Incident Threat Vulnerability St ]
Management Management Management
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CYBER SECURITY

IIII
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Essential
Cybersecurity Controls
(ECC-1:2018)

Cybersecuri™
Governance

Vber security Defens®

@ Third-Party and Cloud

Computing Cybers

ils
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CYBER SECURITY

The NIST

Cybersecurity
Framework

il i’

J %l 17 =l

ils

J %l

Unique Function Unique

Category
Identifier Identifier

AM Asset Management
BE Business Environment

Identify GV Governance
RA Risk Assessment
RM Risk Management
AC Access Control
AT Awareness and Training

Protect DS Data Security
P Information Protection Processes and Procedures
PT Protective Technology

o= AE Anomalies and Events

CM Security Continuous Monitoring
DP Detection Processes
cO Communications

Riexjiond AN Analysis
Ml Mitigation
IM Improvements
RP Recovery Planning

Recover M Improvements

il i’ "
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CCCCCCCCCCCCC The GAF (Gap Analysis
Framework)

/ {'\J . o—

Governance & Security Architecture Risk Management Training & Awareness
Compliance
=== g &
\ i
Endpoint Security Application Security Defense & Intel
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Cybersecurity Domains
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C

CYBER SECURITY

Overall Results

Sample Outp

Partially
mented Not Implemented Implemented Not Applicable -
0.00 4.00 2.00 0.00 6.00

£ Strategy & Management
: Governance & Compliance 6.00 5.00 0.00 0.00 11.00
. Security Architecture 0.00 3.00 1.00 0.00 4.00
|} Risk Management 1.00 3.00 0.00 0.00 4.00
o
ol | Awareness & Training 1.00 3.00 1.00 0.00 5.00
—[) Asset Management 1.00 3.00 2.00 0.00 6.00
@ | Data Protection & Privacy 5.00 4.00 2.00 0.00 11.00
,:%i. Identity & Access Management 1.00 2.00 1.00 0.00 4.00
agv Application Security 1.00 3.00 0.00 0.00 4.00
] Infrastructure Security 7.00 2.00 3.00 0.00 12.00
Endpoint Security 2.00 2.00 0.00 0.00 4.00
System Development and Maintenance 2.00 0.00 0.00 0.00 2.00
Defense & Intelligence 2.00 12.00 2.00 0.00 16.00
B2 Resilience & Business Continuity 0.00 4.00 0.00 0.00 4.00
B Cloud & Third Party Security 2.00 2.00 1.00 3.00 8.00
=M Human Resources Security 6.00 0.00 0.00 0.00 6.00
T Physical Security 1.00 1.00 2.00 0.00 4.00
TOTAL 38.00 53.00 17.00 3.00 111.00
PERCENTAGE 34.23% 47.75% 15.32% 2.70%
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&

® implemented @ Mot Implemanted

Overall Results

™
220
P )

Partially Implomentad

uts

& & &
o

= Mot Applicable

I

Classification

Initiatives

ils
Z %l

Benefits (Risks Addressed / Maturity Increased)

Strategy & Governance [SG]

Risk Management [RM]
Third Party & Cloud [TPC]

Security Awareness & Training [SAT]
Application Security [AS]

Identity Management & Access Control [IAM]

Infrastructure & Network Security [IN]
Asset Management [AM]

Endpoint Protection [EP]

Data Protection & Privacy [DPP]

Defense & Threat Intel [DTI]

Business Continuity & Resilience [BCR]

Encryption & Key Management [EK]

J %l
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CYBER SECURITY

Sample Outputs

DESCRIPTION G-SM
A Cybersecurity strategy must be defined , documented, approved and supported by the head of the organization.

The strategy goals must be in line with the rules and regulations. A road map must be in place to implement the

strategy

A Cybersecurity steering committee must be established, and the committee member’s roles and responsibilities must
be defined, documented and approved. The head of the Cybersecurity must be included as a member of the

committee and the committee should report directly to the organization head.

v

Current Maturity Level 0 [ Non-Existent] Target Maturity Level 4 [Transformed] | 2 Years

Highs Enterprise Strategy in Progress. Cybersecurity strategy soon to be developed

Lows No Overarching Strategy to guide and steer Cybersecurity initiatives
Were ISO 27001 certified; however, certification has expired. Implementation Lacking H

IIII 11l gl s gl ls gl s i’ i’ il s’ 4 I
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INFORMATION SECURITY
MANAGEMENT SYSTEM (ISMS)
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CYBER SECURITY

1.
Establish
the ISMS

(PLAN)

I
|
|
|
I
|
/.quu::j\i/z 2. Operate : ISMS Implementatlon
| Approach
|
|
|
I
|

the ISMS
the ISMS
(DO)

(ACT)

il il gils i ls i ls il i s gl
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CYBER SECURITY

Establish the ISMS

Operate the ISMS

Monitor the ISMS

Improve the ISMS

ISO 27001
Certificati

g LI
VAN EVPASM LI VPAS

-
. Define Information Security Policy

. Define Scope of ISMS

. Information Assets Identification & Evaluation
. Determine Risk

. Identify Controls

1. Define & Publish Policies, Procedures, Standards
2. Controls Implementation, Awareness, Training

1. Internal Audit
2. Management Review of ISMS

1. Take Corrective / Preventive Action (CAPA)

1. External Audit for Certification
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RISK MANAGEMENT
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Risk [Noun]
» A situation involving
exposure to danger.
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CYBER SECURITY

Threat Agent Control(s)

Gives Rise to Can be Countered|by

Threat Exposure

Exploits Causing an

Vulnerability

‘ Leads to Can Damage I

> Risk

||I B ASIBEFrAaEIEraEIEradaiIEraaiIAramIAraEIe reas
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RI S K : Control
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CYBER SECURITY

\

—— Establish context ——————

Risk assessment

Risk identification

ISO 31000

ISO/IEC
27005:2011

Risk analysis

Monitoring and review

Risk evaluation

Communication and consultation

L]

Risk treatment e

| }
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CYBER SECURITY

{ Inherent { Residual

| Risk | Risk
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Risk Management Methodology
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CYBER SECURITY .
Policy g —

+Risk Appetite

| Risk
Monitoring Assessment
\ chodology
Risk ‘
- \

Management

Risk
Framework
Communication Assessment

\ procedure

I\ :External resources
A\ AN Applicable controls
N
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The Risk Assessment Process

7 Identification

Identification |

. & Valuation of Identification Identification . .
Establish the . . . & Analysis of Calculation of
Business & Valuation of & Valuation of .
Context . Control Risk Values
Process / Threats Vulnerabilities
Strengths
Assets

IIII III il il gils” gils il gils gl s )l
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CYBER SECURITY / Context Establishment \

Risk Identification

Risk Estimation

T m——

___________________

Risk Evaluation
. y,

Assessment
Satisfactory
Decision point

Risk Communication
MaIAaY pue Bulojuo ysiy

Risk Treatment

Risk Treatment
Satisfactory
Decision point

Risk Acceptance

IIII il gils gils gl ls i ls il s il s )l
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CYBER SECURITY

Risk & Classification Context

2

Enterprise/ Organization

Application Application
2 1

Risk

uofneayisse|D

Application
1

Application

Platform/System/
Network

Platform/System/
Network

Platform/System/ Platform/System/
Network Netw

qi e il il il il glls ghils gils gl i’ )l
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CYBER SECURITY

Sample Calculations

Threat Val

Vulnerability Value

Likelihood
Threat Score " Could Very
ke L happen likely
Low 1 1 2 3
K] Medium 2 2 4 6
3 High 3 3 6 9
Very High 4 4 8 12
Threat Score Threat Value
1
Low 1
Medium 2

3
4
5
6
7
8
9

10
11
12

Very High

Ease of Exploitation

Vulnerability Value

Very Difficult

Low 1

Difficult

Easy

High

Very Easy

Very High

ils "

J “l

ils "
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Risk Calculation

risk score = asset value x threat value x vulnerability value

Low

Asset Value

Very High

Vulnerability Value -

Threat Value

Very High

risk value = risk score / control strength

[: T2 T+T6]: IEHER

Acceptable Risks

Non Acceptable Risks

Very High

of Non A

-l =l
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C"G The UCF (Unified Control
Framework)

Strategy & Governance &
Management Compliance

Training & Awareness

Application Security Defense & Intel

Risk Management

Data Protection & Identity & Access
Privacy Management

qi s il il il il gl s gils gils i il s )l
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GOVERNANCE OF ENTERPRISE IT
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CYBER SECURITY

III
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COBIT 2019

i+ Enterprise strategy
= Enterprise goals
: - Enterprise size
-4 +Roleof IT

COBIT® 2019 Framework:
Introduction and Methodology
COBIT Core
Publications

COBIT® 2019 Framework: COBIT® 2019 Design Guide:

Governance and Designing an Information and Technology

Management Objectives Governance Solution

ils i s i ls’ i s’
VA IVPAM I PAM RV

] |

Inputs to COBIT 2019 COBIT 2019 * Sourcing model for IT ]
= Compliance requirements ]
i - Ete. :
UB UB 0 : . .
odel of Governance - Design Factors v
andard , e e Tailored Enterprise
Requlation Governance
= e I I = I = * System for
g Information and
D butio W | nin | R |t s s | e .
e e | [ [z [ e el
PN (W (TR pe— g SR Cee (L = Priority governance
) e G G o R —— and management
[FUIND) (R (R (- prre— i1 =SME objectives
e i i« Security > Specific guidance
--- - Risk from focus areas
LRl Eo T e P o o i +DevOps FTaﬁaet capability
- Etc. performance
------------------------------- management
guidance

COBIT® 2019 Implementation Guide:
Implementing and Optimizing an
Information and Technology
Governance Solution

ils
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CYBER SECURITY

Methodology

3@

Initiation >

e Planning e Gap Analysis Goals e Governance
e Kick Off e Maturity Cascade Organization
e Data Assessment e COBIT Core e Implement
Gathering Processes Roadmap
Mapping e Integration
e Strategy e Automation
- J - J - J - R
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Evaluate, Direct & Monitor

Compliance
ED'}AM Ensur: Gc:;/.erngnce EDMO2 Ensure Benefits EDMO3 Ensure Risk EDMO04 Ensure Resource EDMOS Ensure Stakeholder 75-100 %
ramev«./otr :en ne Delivery Optimization Optimization transparency o
maintenance 50-74 %
Align, Plan & Organize
1- 24%
APOO1 Manage the IT
Management APO02 Manage CIHOREIL RIS APOOS5 Manage %0
Framework Strategy Enterprise Architecture Portfolio
APOO7 Manage Human APOOS8 Manage APOO0O9 Manage Service APO10 Manage APO11 Manage Quahty APO12 Manage Risk M on Ito r’ Eva I uate &
Resources Relationships Agreements Suppliers A
Ssess
APO13 Manage
Security

MEAO1 Monitor, Evaluate &
Assess Conformance and
Performance

Build, Acquire & Implement

~
BAIO1 Manage BAIO2 Manage » ?’;"s"’lmi’t‘;ig;ﬁon BAIOS Manage A0S Mamaee €
Programs & Projects Requirement Definition Olut! : Organizational Change anage thanges
) & build enablement
~
BAIO7 Manage Change
BAIO8 Manage BAI10 Manage
accep.tz-fncg & o e BAIO9 Manage Assets o
transitioning
J
Deliver, Service & Support
. DSS06 Manage
DSS01 Manage DSS02 Manage service DSS03 Manage DSS05 Manage Security business prociss
Operations requests & incidents problems services controls

g -

S1AP
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Cyber Security Strategy
Development
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CYBER SECURITY

strat-e-gy: a plan, method, or series of manoeuvres or
stratagems for obtaining a specific goal or result
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CYBER SECURITY

Strategic planning steps

Horizon Historical e Environmental
. . Visioning
analysis analysis scans

Mission Vision Candidate

statement statement initiatives

Revision the
Resources Roadmap === Assessment I
plan
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Development

\ S
. Primary Inputs to
d d  Cybersecurity Strategy
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CYBER SECURITY i

Polici .
—» Risk Management > ellelEs Compliance
Management Management
>
A
Vg Y Vg Y 2N\
/M

Sample | ! 1
B u S i n e S S Ma:\r:;:;n;nt / Awareness Consulting / Letters

P Forensics Management Management
7T\ /TN
v
Penetration Testing ¢ Vulnerability ) Reporting ¢
Management Management Management

T
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CYBER SECURITY

Sample Goals Cascade to InfoSec Objectives

Manage Risk and Maximize security = Manage Information Security Risk (SG-1-1)
Maximize

National Security Manage Information Security Policies and

Procedures (SG-1-2)

Maintain Improve services Implement and Maintain Privacy Framework
Excellence in to customers and (SG-2-1)
Service contribute to the

Increase Information Security Awareness (SG-2-

2)

strategy

Enable Smart
Services to

Provide effective
decision support

Transform Cybersecurity Capability (SG-3-1)

Government, capabilities

Business &

Individuals

Strengthen Improve IT service  Manage Information Security Incidents (SG-4-1)
Standards and management

Governance maturity

Audit and Review Information Security (SG-4-2)

il gils gils gl ls i ls il s il s )l
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NI Sample Objectives & Goals (BSC)

CYBER SECURITY

Assurance on CIA

Business Goals Of Information

S[eo9
211199ds anjea

Service
Continuity &
Availability

Conflder_wce User Satisfaction Quallt_y i
Generation Service

S[eoo
| oi109ds siasn

Increase . .
Manage Risk Manag_e_lnfoSec Information Information Aellt & ngew
Policies & ; ; Information
& ISMS Security Security .
Security

Procedures )
Incidents Awareness

Transform Implement and
Cybersecurity Maintain Privacy
Capability Framework

saAnoalqo
ERIEIERNE|
[euoneiado

o4~
2e2
® 3 > Recruit & Retain Capable Human Provide Effective Tools & Systems Prowde_ Requwed Prof_essmnal
Resources Training Opportunities
_— |8 |
i1 3l I
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hC"G Cybersecurity Strate%y
Document: Sample Output

Cybersecurity P & Cybersecurity
Vision & Mission & Vg7 Organization Hierarchy

Cybersecurity v’ ‘w Cybersecurity
People & Skills "N Initiatives & Roadmap

Cybersecurity
Metrics, KPI, BSC

Cybersecurity
Operating Model

'll/'l'l'lll'l'll/'ll/'lll'll/'l.l'l
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Cybersecurity Architecture
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CYBER SECURITY

A.
Architecture
Vision

H.
Architecture
Change
Management

B.
Business
Architecture

Based On TOGAF...

G.
Implementation
Governance

C.
Information
Systems
Architectures

" Requirements
Management

=
Migration
Planning

D.
Technology
Architecture

=

Opportunities
and

Solutions
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CYBER SECURITY

& The

ASSETS (What) MOTIVATION (Why) ] PROCESS (How) PEOPLE (Who) LOCATION (Where) TIME (When)
Business Business Time
Business Decisions Business Risk Business Processes TR Business Geography Dependence
CONTEXTUAL Taxonomy of Inventory of
ARCHITECURE | Business Assets, Opportunities iveniory of Ormanissiional Buildings, Sites, Time dependencies
Operational Structure & the of business
including Goals & & Threats Inventory Processes Extended Enterprise Territories, objectives
Objectives sl Jurisdictions, etc.
Business Risk Management Strategies for Roles & Domain Eramework Time Management
& Risk Strategy Objectives Process Assurance Responsibilities Framework
CONCEPTUAL
ARCHITECTURE Enablement & Process Mapping Owners, Custodians Security Domain Through-Life Risk
Business Attributes Framework; and Users,
Control Objectives; Concepts & Management
Profile Policy Architecture Architectural Service Providers & Framework Framework
y Strategies for ICT Customers
- Risk Management Process Maps & Entity & Trust Calendar &
Information Assets Policies Sarvices - " Domain Maps Timetable
LOGICAL Information Flows;
ARCHITECTURE Inventory of Functional Entity Schema; DOf:’rliglr De’ rmltl:ns, Start Times,
Information Domain Policies Transformations; Trust Models; associations & Lifetimes &
Assets Service Oriented Privilege Profiles 1 tio! Deadlines
‘Architecture interactions
Risk Management Process Processing
Data Assets Practices Mechan Human Interface ICT Infrastructure Schedule
PHYSICAL Applications; Timing &
ARCHITECTURE Data Dictionary & Risk Management Middleware: User Inleﬂ_ace oICT Host Platforms, Sequencing of
Data Inventory pr%c“'es, &es Systems; Security f:ysazxs&fs‘;gfns: " ;2"1 o . Processes and
Mechanisms Sessions
ICT Components Risk Management Process Tools & Personnel Man'ment Locator Tools & Step Timing &
Tools & Standards Standards Tools & Standards Standards Sequencing Tools
COMPONENT ICT Products, Risk Analysis Tools; identities; Job .
ARCHITECTURE including Data Risk Registers; Tools and Protocols | Descriptions; Roles; | Nodes, Addresses gt:ciSSc;\:edules&
Repositories and Risk Monitoring and | for Process Delivery | Functions; Actions & | and other Locators lntérru ts
Processors Reporting Tools Access Control Lists v
Service Delivery Operational Risk Process Delivery Personnel Management of Time & Performance
SERVICE Management Management Management Management Environment Management
MANAGEMENT Assurance of Risk Assessment, Management & Account Management of Management of
ARCHITECTURE Operational Risk Monitoring & Support of Systems, Provisioning; User Buildings, Sites, Calendar and
Continuity & Reporting; Applications & Support Platforms & Timetable
Excellence Risk Treatment Services Management Networks

SABSA
Matrix
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Cloud CCM v4
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CYBER SECURITY

BCR

cCC
DSI

DCS

GRM

IIII

Application & Interface Security

Audit Assurance & Compliance

Business Continuity Mgmt & Op Resilience
Change Control & Configuration Management
Data Security & Information Lifecycle Mgmt
Datacenter Security

Encryption & Key Management

Governance & Risk Management

il i ls’ i’
VA R VPALS WA

IVS

El B

STA

v

ils "
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Human Resources Security

Identity & Access Management

Infrastructure & Virtualization

Interoperability & Portability

Mobile Security

Sec. Incident Mgmt, E-Disc & Cloud Forensics
Supply Chain Mgmt, Transparency & Accountability
Threat & Vulnerability Management

i1 gils gils i’
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CYBER SECURITY

Our Partners

igait= O T
Ln i bg_]lﬁ:nii’ll o X
NATIONAL DEVELOPMENT \/
FUND A"

Gudlanll jall siagll Syl
National Travellers Security Center

ING KHALID UNIVERSITY

clailll Wy e -
alinma bank ‘BS{S\T!S'SQ Data Le)‘lnq gl\%ﬁ?\:

.o v s ol_a Ild i iall
ol 50 0 Oaien I:h""\,f_ QQ-O-LU-OJ'Q ol roJ.CJ.[
SECURITY FORCES HOSPITAL @. > GENERAL COMMISSION

mmmmmm | s FOR AUDIOVISUAL MEDIA
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Thank you for your attention

For Contact

support@hidecybersecurity.com
www.hidecybersecurity.com
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